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Overview of Prohibited Technologies

Governor Abbott, in January 2023, directed Texas agencies to implement a policy 
to prohibit the use of certain technologies from being used for agency business.

The prohibition covers several key areas:
1. Prohibition on downloading or installing prohibited technologies on TxDOT issued devices.
2. Prohibition on purchasing and/or using prohibited technologies to conduct TxDOT business, 

including technologies on personal devices used for TxDOT business.
3. Requirement to conduct certain TxDOT business in a secure location free of prohibited 

technologies.

The intent of the prohibition is to prevent Texas business that could pose a threat 
to the United States from being accessed or compromised by foreign nations.
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What are Prohibited Technologies

The official TxDOT list is available at Prohibited Technologies List (txdot.gov)

Software / Applications
• Alipay
• CamScanner
• Kaspersky Security & VPN
• SHAREit
• TikTok
• WeChat
• WeChat Play
• WPS Office

Developers
• Alipay (Hangzhou)
• ByteDance LTD
• INTSIG Information Co., Ltd
• Kaspersky Lab Switzerland 

GmbH
• Kingsoft Office Software 

Corporation
• SHAREit Technologies Co. Ltd
• Tencent Holdings
• TikTok Ltd.
• WeChat

Hardware / Equipment Manufacturers
• Dahua Technology Company
• Huawei Technologies Company
• Hangzhou Hikvision Digital 

Technology Company
• Hytera Communications Corporation
• SZ DJI Technology Company
• ZTE Corporation

Includes any subsidiary or affiliates of an entity listed above. Contact Information Security for clarification.
List is derived from DIR Prohibited 
Technologies Guidance
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ITD Contract Review Process

ITD Contract 
Review Intake 

Form

ITD Contract 
Review Results 

Form
ITD Review

Process:
• ITD Contract Review Intake Form 

Part A completed
• ITDCR admin reviews and 

determines if a Part B is needed
• If needed ITDCR Intake Form Part 

B is required.

Questions about the overall ITDCR Process can be emailed to the ITD Contract Review team at ITD_Review@txdot.gov. 

Identifies requirements:
• TxDOT Security Questionnaire (TSQ)
• ITD Terms and Conditions 

(Attachment I)
• TX-RAMP
• Texas Data Center Exemption
• Hardware Requirements
• Accessibility Requirements
• SOC 1 requirements

Participate in Review:
• Information Security
• Accessibility
• Data Center Services Liaison
• Finance

Review takes 3-4 weeks
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ITDCR – Intake Form Part A and B

Identifies use of TxDOT 
data.

Requestor Identifies the 
estimated data classification

Requestor identifies 
connecting TxDOT systems

Requestor Identifies if this is 
an amendment
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TxDOT Security Questionnaire (TSQ)

The PEPS Procurement 
Engineer (PcE) sends the 
TSQ to the selected provider 
prior to negotiations.
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Completing the TSQ
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The PcE must send the data classification, baseline, and security overlay 
to the provider.

The provider should answer “yes” only if the provider is currently in 
compliance or will be in compliance and verified as such prior to the start 
date of the contract.

Any “no” answer requires that the provider include an overview of the 
remediation plan to comply with security requirements, including an 
estimated timeline and completion date.



PEPS Fireside Chat May 5, 2023

PEPS Responsibilities for the TSQ

The PcE must check the TSQ to make sure Section 1 matches the ITDCR Results Form.
● 1.6 – Security Baseline (Low, Moderate, High)
● 1.7 – Security Overlay (N/A, Sensitive, Privacy, PCI, CJIS)
● 1.8 – Data Classification (Public, Sensitive, Confidential, Regulated)
● 1.9 – TX-RAMP (TX-RAMP Level 1, TX-RAMP Level 2, N/A)

If the TSQ indicates the firm is in compliance (all answers in 2, 3, and 4, as applicable, are 
“yes” or “n/a”), the PcE is not required to submit to ITD for review.

If the TSQ is noncompliant (“no” answers), the PcE must review the remediation proposed 
for any “no” answer. If it is clear and has a reasonable date, the PcE will submit the TSQ to 
ITD for review. If the response is incomplete or unclear, the PcE must meet with the 
provider to obtain a complete response.
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TSQ Deviation Request Form

If the TSQ is noncompliant (any 
“NO”), submit a Third-Party Security 
Deviation Request to Information 
Security via TxDOTNow

The form is completed by the PEPS 
Procurement Engineer, not the 
provider.

The TxDOTNow form replaces 
the old email form
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Changes to the TSQ

2.24 – moved from 
asking if the respondent 
“will” be TX-RAMP ready 
to “are they”

2.25 – added a question 
on prohibited technology 
compliance

11



PEPS Fireside Chat May 5, 2023

Information Security and Privacy Requirements (Attachment I)

Contains Standard Terms and 
Conditions for TxDOT

Intended to work without 
modification – applicability of 
terms is based on statements 
from ITDCR Results Form
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TX-RAMP Certification – Process Overview
 IF the ITDCR Results Form states TX-RAMP is Required: Follow guidance provided in ITDCR Results 

Form:
– If contractor and involved system have no TX-RAMP certification status, InfoSec will provide 

guidance in the ITDCR Results Form for contractors to obtain TX-RAMP Certification or Provisional 
status through DIR.

– If a contractor already has a TX-RAMP Provisional status, InfoSec will provide guidance in the 
ITDCR Results Form for contractors to obtain a TX-RAMP Evaluation through TxDOT. A summary 
of the TX-RAMP Evaluation Process is included below:
• Must submit a TX-RAMP Evaluation Package to Vendor Management for ISO Review before 

TxDOT acceptance of provisional status.
• If the TX-RAMP Evaluation Package is complete, but indicates non-compliance, a third-party 

security deviation will need to be approved along with the TX-RAMP Decision.
• Provisional status expires after 18 months from notification of award through DIR. Contractors 

must obtain TX-RAMP Level 1 or Level 2 certification prior to expiration.
 Average process length: TX-RAMP Evaluations take up to 30 days and can take longer if more 

information is needed is from the contractor.



TX-RAMP Certification – Process Inputs & Outputs

Input(s)/Process Trigger Output(s)/Result
• If a new contract or contract renewal As part of the ITD Contract 

Review, it will be determined if TX-RAMP is required.
• If TX-RAMP is required: Follow guidance provided within ITDCR 

results form
• If TX-RAMP is not required: No further action is needed

TX-RAMP Level 1
(Required prior to any contract award or renewal that 

takes place after January 1, 2024)

Automatic Certification through contractor held 
attestations: FedRAMP Low, StateRAMP Category 1, or 

AZRAMP Level 2

Required for any cloud computing service 
TxDOT Low Baseline

TX-RAMP Level 2
(Certification Required by January 1, 2022)

Automatic Certification through contractor held 
attestations: FedRAMP Moderate, StateRAMP

Category 3, or AZRAMP Level 3

Required for any cloud computing service 
TxDOT Moderate Baseline

Security 
Baseline

Required TX-AMP 
Certification Effective Date

Low Level 1 1/1/2024
Moderate Level 2 1/1/2022
High Level 2 1/1/2022



Questions



Steven Pryor
Chief Information Security Officer
Texas Department of Transportation
Mobile: (512) 965-4487
Steven.Pryor@txdot.gov
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