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ITD Contract Review Process History

 2017 – Auditors found TxDOT IT 
procurement non-compliant
 2019 – ITD published the first IT and 

Security requirements attachment.
 2020 – ITD updated the IT and security 

requirements attachment and started 
the ITD Contract Review Process
 2022 – ITD published the TxDOT 

security questionnaire and DIR started 
TX-RAMP 
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Why – Multiple US and Texas IT Procurement Laws

 (2005) Texas Government Code §2054.391, Use of Statewide Data 
Centers

 (2015) Texas Administrative Code §202, Information Security 
Standards

 (2018) US Code of Federal Regulations §2.200.216 and 200.471, 
Prohibitions on certain telecommunication and video surveillance 
services

 (2019) Texas Government Code §2054.077, Vulnerability Reports
 (2019) Texas Business and Commerce Code §521.052, Business 

Duty to Protect Sensitive Personal Information
 (2021) Texas Government Code §2054.138, Security Controls for 

State Agency Data 
 (2021) Texas Government Code §2054.0593, Cloud Computing 

State Risk and Authorization Management Program (aka – TX-RAMP)
 (2021) Texas Government Code 2062, Restrictions on State Agency 

Use of Certain Individual Identifying Information
 (2022) US Critical Infrastructure Cyber Incident Reporting Act
 (2022) Bipartisan Infrastructure Law
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Why – Growing Cybersecurity Threats
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General Process for Assessment of the Contracts

Identify the data or IT elements

Assess the security level

Provider verification that it 
meets the requirements
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The ITD Intake Form must be submitted about four weeks prior to 
advertisement.

Copy the PEPS_COE_Process box when you submit the ITD Intake Form and 
on all correspondence to ITD.

COE will track the ITD review process.

Contact COE if ITD requires the inclusion of the Questionnaire.

As the review process becomes more defined by ITD, COE will develop 
additional guidance and training.

Overview of ITD Review Process Steps
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ITD Intake Form and Guidance 

ITD Updated the Intake Form effective
September 2022

They split the form into two parts:

Intake Form – core information 

And

Intake Form Part B – data security 
questions
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ITD Intake Form

Who is responsible for filling out this form?

1. Who will be the Business Point 
of Contact? 
Martin Rodin*

2. Who will be the Contract        
Manager? 

D/D Project Manager
Procurement POC?
Procurement Engineer

*Recent change to ensure that any risk identified on the IT Security Questionnaire that would involve a determination 
compliance risk is addressed by the PEPS Division Director before contract is executed.

PEPS Procurement Engineer
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ITD Intake Form 

3. At what stage is the 
procurement?

- Solicitation Development

- Amendment/Change Order

- Renewal
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ITD Intake Form

4.  Give a description of the scope of 
work

5.  Does Procurement or contract 
require a third-party to do ANYTHING 
with TxDOT data (create, access, 
transmit, use, store, including data to 
be collected on behalf of TxDOT), for 
the term of the contract, or beyond?

6.a.  Does the procurement include 
purchase of software, IT hardware or 
IT services?
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ITD Intake Form

6.b.  Does the procurement or 
contract allow a third-party to access 
the TxDOT network or a TxDOT 
system or application?

6.c.  Does the procurement,  
contract, or amendment include 
software or hardware with a direct 
user interface?
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ITD Intake Form

Sign the form and include your 
printed name and date. 

You will email this form and a copy 
of the contract documents to ITD at 
ITD_Review@TxDOT.gov and to the 
PEPS_COE_Process@TxDOT.gov
box.
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ITD Intake Form Part B

Question 2, focuses on the data 
and the classification of the 
data; whether the date is public, 
sensitive, confidential, or 
regulated.

PEPS in working with ITD has 
developed reference matrix for 
the classification of the data.
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Standard Scope IR and Security Requirements

PEPS, ITD, and CSD have 
coordinated to develop language 
for the scope to specify the 
requirements that need to be 
followed to meet the security 
requirements for the data.

This paragraph is included in all 
of the contract scopes

This information is important for 
the consultant, since it answers 
questions on the TxDOT Security 
Questionnaire (TSQ)
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Standard Scope IR and Security Requirements

Based on evaluations of the 
standard scope templates, PEPS 
and ITD have agreed upon the 
data classification, security 
baseline and overlays for the 
standard scope types.

This is available to all of the 
TxDOT staff.
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ITD Contract Review Process

Takes up to 4 weeks to complete depending on complexity of the 
procurement

Involves Multiple IT Teams Including
• Data Center Services
• Information Security
• Accessibility
• Data Privacy

Output provides key IT components and requirements for the procurement 
including whether a TxDOT Security Questionnaire (TSQ) or TX-RAMP is 

required
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TxDOT Security Questionnaire

TxDOT’s mechanism to 
determine a third 
party’s ability to meet 
TxDOT security control 
requirements (new 
2054.138 
requirement).

01
A set of Yes/No 
questions for third 
parties to complete at 
time of selection.

02
Answering “No” to 
certain questions in 
sections 2-4 require 
TxDOT CISO review 
prior to award

03
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TxDOT Security Questionnaire (continued)

Comprised of 4 sections depending on security baseline:
Section Who Must Complete # of Questions

1- General All Respondents 12
2 – Low Baseline All Respondents 24

3 – Moderate Baseline Only if Moderate Baseline 29

4 – Privacy Overlay Only if Privacy Overlay 8

Section 1 is informational only, not used to determine compliance.

Sections 2-4 are Yes/No compliance attestation questions.  Any “No” answers require 
CISO review prior to contract award.
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TxDOT Security Questionnaire Common Issues

Section 1:

 Questions 1.6-1.8 (security baseline) - not completed or not aligned 
with TxDOT's contract requirements

Section 2-4:

 Answering "No" but not providing a clear reason why it's no, what is 
being done to resolve compliance, or a remediation date

General:

 Not signed

If every unsure what is being asked, reach out to TxDOT for clarification.
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Example Questions from Section #2

2.1 Does the vendor have a group within the organization responsible for 
cybersecurity?

2.2 Are Vendor information security roles and responsibilities defined and documented 
in a policy formally approved by the vendor?

2.4 Is the information system, including its components patched in a timely manner as 
patches become available?

2.5 Will all vendor employees and subcontractors be required to sign an agreement 
prior to being authorized to create, access, transmit, use or store TxDOT data?

2.6 Are use accounts approved prior to provisioning, reviewed periodically, and 
removed when no longer necessary or the employee is terminated?
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Example Questions from Section #2 (continued)

2.7 Are users assigned a unique username or unique identifier?

2.8 Are inactive accounts automatically disabled or removed after a denied 
period of inactivity?

2.9 Are user accounts automatically locked after a number of incorrect login 
attempts?

2.10 Are passwords required to be sufficiently strong such that commonly 
guessed passwords are not allowed, default passwords are not allowed or 
immediately changed upon first use, and passwords automatically expire after a 
period of time?

2.14 Is system data backed up periodically?

25



2022 PEPS Conference November 30, 2022

Example Questions from Section #2 (continued)

2.18 Is there an individual responsible for cybersecurity within the vendor’s 
organization?

2.21 is a vulnerability management process in place to monitor information 
system vulnerabilities and ensure appropriate remediation is a timely manner?

2.22 is an incident notification policy in place to notify TxDOT of a 
potential/suspected cyber security incident potentially involving TxDOT date?

2.23 Is a cybersecurity training and awareness program in place to increase 
awareness of cybersecurity and privacy threats and best practices?
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TxDOT Cybersecurity Resources

Go to TxDOT.gov under Contact Us to access the latest Cybersecurity 
resources
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TxDOT/ACEC Workgroup on CyberSecurity

New workgroup focused on cybersecurity issues

Goal is to identify areas where TxDOT’s cybersecurity and 
ITD documents could be modified to improve clarity

Areas of concern:
• Costs to smaller firms to meet Texas cybersecurity requirements
• TSQ questions are confusing and are answered “yes” without 

understanding 
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An ITD Intake Form must 
be approved prior to 

advertisement

All of the procurements 
will need to submit an 

Intake Form

ITD comments must be 
addressed prior to 

advertisement

If ITD requires a 
Questionnaire to be 

included, contact COE

ITD is responsible for the 
review of the provider 

responses to the 
questionnaire and will 

coordinate any follow-up 
action

Summary
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Questions and 
Discussion



Contact Information

PEPS COE Section Director
Dan.Neal@txdot.gov

512-416-2667

Steven Pryor
Chief Information Security Officer

Steven.Pryor@txdot.gov

512-302-2008

Dan Neal, P.E.


	�Information Technology Division (ITD) Review Process
	Training Topics
	Slide Number 3
	ITD Contract Review Process History
	Why – Multiple US and Texas IT Procurement Laws
	Why – Growing Cybersecurity Threats
	Slide Number 7
	General Process for Assessment of the Contracts
	Overview of ITD Review Process Steps
	ITD Intake Form and Guidance 
	ITD Intake Form
	ITD Intake Form 
	ITD Intake Form
	ITD Intake Form
	ITD Intake Form
	ITD Intake Form Part B
	Standard Scope IR and Security Requirements
	Standard Scope IR and Security Requirements
	ITD Contract Review Process
	Slide Number 20
	TxDOT Security Questionnaire
	TxDOT Security Questionnaire (continued)
	TxDOT Security Questionnaire Common Issues
	Example Questions from Section #2
	Example Questions from Section #2 (continued)
	Example Questions from Section #2 (continued)
	Slide Number 27
	TxDOT Cybersecurity Resources
	TxDOT/ACEC Workgroup on CyberSecurity
	Slide Number 30
	Summary
	Slide Number 32
	Slide Number 33

